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1. Control de Cambios

|_Version | bae | Descripon | __ Owner |
3 de agosto, 2022 Creacion del documento Mastel — J.I Lanari
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2.1 Comprobacion Pre-requisitos de instalacion

Antes de comenzar con la instalacion, comprobar que el entorno cumpla con los pre-requisitos.

e Zona horaria: El campo de zona horaria no puede estar vacio.

Date & time

————

Set time zone automatically
@ off

Set the date and time manually

Change

Synchronize your clock

Last successful time synchronization: 8/2/2022 5:07:30 PM
Time server: time.windows.com

Sync now

Time zone

(UTC+01:00) Brussels, Copenhagen, Madrid, Paris N

24

¢ Rendimiento: Debe estar configurado en “Adjust to Best Performance”.
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Computer Name Hardware Advanced System Protection Remote L

You must be logged on as an Administrator to make most ofthese changes.

Performance i
i Performance Options *
Visual effects, pro

Visual Effects  Advanced Data Execution Prevention

Select the settings you want to use for the appearance and

User Profiles performance of Windows on this computer.

Desktop settings
O Let Windows choose what's best for my computer

(O Adjust for best appearance

@ Adjust for best performance

Startup and Recow

Grupo Mastel :
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e Adaptadores de red (Network adapters): La opcidn que permite que el equipo apague
el adaptador no debe estar seleccionada.

A n

s Device Manager

File Action View Help
& mE dm P EX®

3 Computer

== Disk drives

[ Display adapters
i Firmware

i Human Interface D
=2 Keyboards

ﬂ Mice and other po
[ Monitors

~ & Network adapters g MediaTek Wi-Fi 6 MT7921 Wirsless LAN Card

MediaTek Wi-Fi 6 MT7921 Wireless LAN Card Properties

General Advanced Driver Details
Events Resources Power Management

¥ Bluetooth Devi
I Fortinet SSL VP
@ Fortinet Virtual | [ Allow the computer to tum off this device to save power
q MediaTek Wi-F Allow this device to wake the computer

¥ Realtek PCle GY
& WAN Miniport
@ WAN Miniport
F WAN Miniport

e Energia disco C: En la configuracidon avanzada de energia, el Disco Duro debe estar
configurado para no apagarse nunca (0 minutos).

% Power Options ? x

Advanced settings

and then choose settings that reflect how you want

Pr Select the power plan that you want to customize,
|j
your computer to manage power.

Balanced [Active] e

[= Hard disk ~
= Turn off hard disk after

On battery; Mever

Plugged in (Minutes):
+ Internet explorer

Desktop background settings
Wireless Adapter Settings

Sleep

L1 3
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e Firewall: Tiene que estar desactivado.

@ > Control Panel > All Control Panel ltems > Windows Defender Firewall > Customize Settings v D Search (J

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
o () Tum on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

MNotify me when Windows Defender Firewall blocks a new app

g @ Turn off Windows Defender Firewall (not recommended)

Public netwaork settings
o (O Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed apps

Matify me when Windows Defender Firewall blocks a new ap

g (@ Turn off Windows Defender Firewall (not recommended)

En la carpeta que contiene todos los instaladores se incluye el archivo “OPI-Credentials.txt”.
Ahi se encuentran una serie de nombres de usuario y contrasefas genéricos para usar en el
proceso de instalacion. Antes de comenzar, se recomienda cambiar algunos caracteres de
todas las contrasefas para evitar repeticiones.

> INSTALL > OPIFiles v U 2 Search OPI Files
Name Status Date modified Type Size
CERT O] 7/27/2022 10:07 AM File folder
Parches OPI ® 8/3/2022 1:52 PM File folder
£ )dk-11.0.13_windows-x64_bin O] 1/27/2022 9:52 AM Compressed (zipp... 161,058 KB
mysqgl-installer-community-8.0.28.0 ® 7/27/2022 9:52 AM ‘Windows Installer ... 446,120 KB
D OPI-Credentials O] 1/27/2022 9:52 AM Text Document 1KB
OraclePaymentlnterfacelnstaller_20.3.0.0 [©] 7/27/2022 9:53 AM Application 351,861 KB

2.2 Instalacion MySql Server

Ejecutar como administrador mysql-installer-community-8.0.28.0 y seleccionar la opcién
Server only.

W\
MySQL. Installer Choosing a Setup Type

Adding Community

Please select the Setup Type that suits yo

Choosing a Setup Type O Developer Default

Installs all products needed for
MySQL development purposes.

@ Server only

Installs only the MySQL Server
product.

Grupo Mastel
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Para Authentication Method seleccionar “Use Strong Password...”

Authentication Method

(® Use Strong Password Encryption for Authentication (RECOMMENDED)

MySQL 8 supports a new authentication based on improved stronger SHA256-based password
methods. It is recommended that all new MySQL Server installations use this method going
forward.

Attention: This new authentication plugin on the server side requires new versions of

A connectors and clients which add support for this new 8.0 default authentication
(caching_sha2_password authentication).

Currently MySQL 8.0 Connectors and community drivers which use libmysqglclient 8.0 support

this new methed. If clients and applications cannot be updated to support this new

authentication method, the MySQL 8.0 Server can be configured to use the legacy MySQL

Authentication Method below.

En Type and Networking dejar todo por defecto, salvo que el cliente haga alguna peticién
especifica.

| MySQOL Installer == X

MySQL(‘ Installer Type and Networking

QL Server 8.0.28 Server Configuration Type

Choose the comect server configuration type for this MySQL S
define how much system resources are assigned to the MyS(

verinstallation. This setting will

Server instance.

Type and Nety ng Config Type: IDeveIopment Computer v'

Connectivity

Use the following controls to select how you would like to connect to this server.

TCRAP Port: iiiﬂ% X Protocol Port:

[ Open Windows Firewall ports for network access
] Named Pipe Pipe Name: MYSOL
[[] Shared Memory Memory Name:  MYSOL

Advanced Configuration

Select the check box below to get additional configuration pages where you can set advanced
and logging options for this server instance,

] Show Advanced and Logging Options

Para la Root Password, usar la que aparece en OPI-Credentials.txt.

~

o\
MySQL. Installer Accounts and Roles

MySQL Server 8.0.28 Root Account Password
Enter the password for the root account. Please remember to store this password in a secure
place.
MySQL Root Password: ’| ] 7]
Repeat Password: l ]

Grupo Mastel
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Una vez finalizada la instalacidon de MySq|, revisar que el servicio “MYSQL 80” esté en ejecucién
y se pueda reiniciar sin problemas.

Para evitar conflictos con OPI por la zona horaria de la base de datos, hay que agregar la
siguiente linea al final del archivo my.ini (en la ruta C:\ProgramData\MySQL\MySQL Server
8.0):

default-time-zone = "+01:00"

# If the walue of this variable is greater than 0, a replica
synchronizes its relay-log.info file to disk.

# (using fdatasyne()) after every syne_relay log_info
transactions.

syne_relay log info=10000

# Load mysgl plugins at start. "plugin x ; plugin y¥".
# plugin load

# The TCE/IFP Port the MySQL Server X Protocol will listen on.
loose mysqlx port=33060

default-time-zone = "+01:00"

Posibles problemas:

*Si la linea se copia y pega desde otro archivo hay que borrar las comillas dobles y tipearlas
manualmente.

**Puede que el servicio MYSQL 80 no se reinicie si se edita my.ini con Notepad. Una
alternativa es editarlo con Wordpad.

2.3 Instalacion Oracle Payment Interface (OPI)

Para instalar OPI, ejecutar como administrador OraclePaymentinterfacelnstaller_20.3.0.0.
Seleccionar la opcién Complete y la base de datos MySQL (para instalaciones multi-property
hay que instalar Oracle DB en lugar de MySq]l).

Grupo Mastel :
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Oracle Payment Interface - InstallShield Wizard X Oracle Payment Interface - InstallShield Wizard Y
Setup Type Setup Type
Select the setup type to install. \ Select the setup type that best suits your needs.
Flease select a setup type. Select Database being used.
(@ Complete @ MysaL

-:, All program features will be installed. (Requires the most disk space.)

() Oracle DB

() custom
-E’ Select which program features you want installed. Recommended for
(a)  advanced users.

< Back Cancel

Las siguientes credenciales que hay que crear en la instalacidon de OPI se encuentran en el OPI-
Credentials.txt en el orden que aparecen en el instalador:

e Login ID (root) y password (es la que se crea en la instalacion de MySql)
e Database User Credentials (User Name + Password)

e Super User / OPI Config User Name (User Name + Password)

e Passphrase

Oracle Payment Interface - InstallShield Wizard X |Oracle Payment Interface - InstallShield Wizard X
Database Server Login Database User Credentials
Database server requires login credentials to continue.
DBA User Enter the user name and password to create a new database user account that will be
used by the Oracle Payment Interface application.
Password is case sensitive, should be at least & characters in length and must have at least
one upper case letter, one lower case letter, one number and one special character from
Login ID: the following list only: |#$%( )*+,-./:;;<=>2@[ 1_" |~
| root | User Name:
[ WEEPKBEIAWGNL ‘
Password:
[sesesrssrsee | Password:
[seessesrereee \
Confirm Password:
[eeseasvessens \
< Back Cancel < Back Cancel
Oracle Payment Interface - InstaliShield Wizard X Oracle Payment interface - InstaliShield Wizard X
Configuration Tool Super User Credentials Configuration Tool Passphrase
Enter the user name and password to create the Super User account for the corfiguration Please enter the Configuration Tool Passphrase.
tool. Passphrase ts case senstive, should be at least 15 characters in length and must have &t
Password is case senskive, should be at least 8 characters in length and must have at least least one Lpper case letter, one lower case letter, ane number and one special character
one upper case letter, one lower case letter, one number and one special character from the From the following lst only: 18$%( Y*+ -/ <=>2@[ ] " |~
Following list only: 18$%( )*+,-.f; <=>7@[ ]_" |~
Passptwase:
User Name:
[ o l |
Password: Confirm Passphrase:
-
[ 1 ]
Confirm Password:
Back Next > Cancel <Bak [ Net> | | Cacel

Grupo Mastel :
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Una vez instalada la version principal de OPI, comprobar que los servicios OPI se pueden
detener y reiniciar sin problemas. Luego instalar -en orden- los parches hasta el altimo
disponible y volver a reiniciar los servicios.

J.:-:\!;OPI Config Service Configurati.. Running  Autoematic MNetwork 5...
;.'JZJ_;OPI Service Oracle Pay...  Running  Automatic MNetwaork 5...
-E:\!;OPI Utility Service Oracle Pay...  Running  Autematic MNetwork 5...

2.4 Configuracion OPI

A continuacidn, se muestra como configurar OPI:

1. Merchant information: Para completar estos campos se utilizan el Chain Code de
FreedomPay y el Propery Code y Property Name de OPERA.

@ Oracle Payment Interface Configuration

ORACLE Payment Interface ‘ Configuration Users Audit Profile

PMS Merchant
Merchants

Core Configuration Merchant Information | IFC8 Settings | Payment Types

PSP Configuration

Chan Code: 1493080018 Chain Code generado por FreedomPay
Token Exchange Property Code: = DEMOES Property code (de OPERA)
Neme  Demo Spain Nombre del hotel (OPERA)

Export Configuration
City: | Madrid

Import Canfiguration
State or Province: | NA

Country/Region: | Spain .
Currency: | EUR-Euro ~ | Reset
2. IFC8 Settings:
® Oracle Payment Interface Configuration H
CHRACL & et R Codigwaton  Uses At Profie
—_—
PMS Merchant - O]
Merchants Cf c
Core Configuration Merchant Information | IFC8 Settings | Payment Types m

PSP Configuration Local, porque IFC8 se instala en el

IFC8 Host: | 127.001 mismo servidor
Token Exchange IFCB Port: | 5070 Puerto de comunicacién OPI-IFC8
IFCB Key: | trevesermemsssassessenasiansnins Generate  Este hash se generay se

Export Configuration :
copia en el .txt para

luego usarlo en la
Bulk Tokenization Batch Size | 50 configuracién de IFC.

Communication Test Interval: | 120
Import Canfiguration
¥ Only Do Refund
Return receipt's full print data
¥/ Enable UTF-8 for receipts

Send RRN Back to PMS

Grupo Mastel
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3. Payment types: Configurar de esta forma salvo que el hotel use alguna nomenclatura
distinta en OPERA. En ese caso, configurar OPI para que coincidan los payment code.

Card Type - Payment Code

AliPay AB

Alliance AL

American Express AX

Bank Card LC

China UnionPay cu

China UnionPay Debit cu
Debit DT
Debit Card oT
Debit SMS DT
Diners Club DC
Discover DC
EC Chip EC

Gift Card GC
GiroCard BC
ICB Jc

Maestro SW
MasterCard MC
MasterCard Debit MC
MIR MI

Paypal PC

Reserve-01 Iz
Reserve-02 7
Reserve-15 iz
UKDM/Switch W
Visa VA
Visa Debit VA
Visa Electron WV
V Pay VP
WeChat Pay WE

4. Token Exchange Settings: En instalaciones para OPERA 5 On Premise, cuando se activa el
Token Service aparece esta pestafia. El usuario “Authentication User” y la contrasefia que
se creen en esta instancia habra que ingresarlos al momento de configurar la interface en
OPERA (pestafia Custom Data > HTTP user y HTTP password).

PMS Merchant

Merchant Information | IFCB Settings | Payment Types | Token Exchange Settings

Authentication User: | Authuser
Authentication Password: | ssssssssssssse

Confirm Password: | ssssssssssssse

Grupo Mastel .
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5. Core Configuration:

OPERA Token Service: Para instalaciones en OPERA 5 On Premise activar (y configurar).
Para OPERA Cloud y OPERA 5 (Oracle hosted) dejar desactivado.

W Oracle Payment Interface Configuration

ORACL.E 2 Payment Interface

A Configuration

Users

Merchants
Core Configuration
PSP Configuration
Token Exchange
Export Configuration

Import Canfiguration

Core Configuration

PMS IFCS Service:

OPERA Token Service:

Log retain days:

Transaction retention days:
Transaction history retention days:
SSL Certificate expiry waming days:
Server time zone:

Refresh OPI configuration at:

HTTP Proxy Host:

HTTP Proxy Port:

Select language:

Request Encoding:

Al no ser una instalacién para OPERA on-premise,

el Token Service se dej6 inactivo.
Enable Cruise PMS

| Enforce TLS 1.2 protocol and above only
')
0
365
0
(GMT+01:00) Europe/Paris -
0 ‘2

English US ~
UTF-8 =
¥/| Enable UTF-8 encading of response messages
Mask last 4 digits of PAN

/| Mask gift card number

6. PSP Configuration:

W Oracle Payment Interface Configuration

ORACLE. Payment Interface A Configuration Users Audit
—
Payment Service Provider Configuration
Merchants
Core Configuration Settings | Certificates for Financial Transactions
PSP Confl it
| i ol Communication Timeout: | 120
Token Exchange Connect Tmeout: | 10
Export Configuration Enable Mutual Authentication
Disable End-Cf-Day Transaction
Import Configuration
Communication Mode: | Middieware v
Primary Host: | https://OPILEGACY:8991
Fallover Host: https://OPILEGACY:8991
G | Enable Inquiry Mode for Transaction Reversal
Como el FCC server se va a instalar en este
mismo servidor, se dejé el nombre de la VM
para el host del Payment Provider.
8991 es el puerto de comunicacién que utiliza
FreedomPay para OPI
Grupo Mastel
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7. Token Exchange: Solo hay que configurarlo para instalaciones de OPERA 5 On Premise:

® Oracle Payment Interface Configuration

ORACLE” Payment Interface ; Configuration

Users Audit

Profile Sign out

Token Exchange Configuration
Merchants

Core Configuration Settings | Certificates

PSP Configuration

'OPERA Settings
Token Exchange Token Listener Port: | 5071
Export Configuration PSP Settings

Primary Host URL: | https://OPILEGACY
Import Configuration
Failover Host URL: | https://OPILEGACY
HTTP Proxy Host:
HTTP Proxy Port:

Communication Timeout: | 60

Connect Timeout | 10

Este puerto tiene que coincidir con el que
configuremos en OPERA (campo Token URL)

Nombre del servidor

donde esté
FCC server

instalado

8. Certificates (sélo aplica para OPERA 5 On Premise)

Cuando se activa el Token Exchange service en OPI, es necesario crear certificados:

e OPERA Token certificate (se crea en OPI)
e OPI Token server certificate (se crea en OPI)

e PSP server (root) y clilent certificates (tienen que ser enviados por el PSP)

OPERA Token certificate: Se genera desde PSP Merchant > Token Exchange Settings. Para

generar la contrasefia usar OPI-Credentials.txt

PMS Merchant Cancal B Create OPERA Certificate x
Merchant Information | IFCB Settings Payment Types | Token Exchange Settings
OPERA Chain:
Authentication User: | Authuser
Merchant City
Authentication Password:  ssssssssssssss
Merchant State/Province:
Confirm Password: | sess
Certificates. Merchant Country/Region:
Password
Certificate Certificate exists?
OPERA Token Certificate E’ Confirm Password: sssssssesenes
Cancel Gmﬁe |
Grupo Mastel
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OPI Token Server Certificate: Se genera desde Token Exchange > Certificates. Para generar la
contrasefa usar OPI-Credentials.txt

Token Exchange Configuration % Create OPI Certificate 3

7Ce_7rtificad05 del PSP (Freedoml;ay)

R City: Madrid
o .

Merchants

Core Configuration Settings | Certficates

PSP Configuration

NA
PSP Certificates
= Country/Regior: | Spain
Token Exchange PSP Certificate PSP Cestificate Exists? Status
Server (Root) Certificate = Create based on: (@) 1P
Export Configuration

Client Certificate

Y, FQDN
Import Configuration Ik 0PI Server P 192.168.1.253
‘OPI Token Server Certificate
Password: Usar
Certificate Certificate Exists? Status - contrasefia
OPI Token Server Certificate Confirm Password: | e
Wxt
E Cancel Generate
PSP certificates: Estos dos certificados deben ser suministrados por el Payment Service
Provider (FreedomPay).
PSP Server (root) Certificate PSP Client Certificate
T s PR O &

Praey Configuration

Passwor x|
N ber case character. one numerical digit and one

Please enter your password.

| Esta contrasefia debe

ser enviada por el PSP
junto con el
rtificad
Dot Concel ‘:e Hieade Seleccionar

certificado
(.pfx) y guardar

Active Certiicate Chain

Certifcate Start Date Centficate Expry Date:

e

2.5 Instalacion IFC8 y Opera IFC Controller

Ejecutar como administrador IFC8-Installer-8.13.2.0 y seleccionar la opcién IFC8 for OPERA.
Dejar el resto por defecto.

IFC8 - Version 8.13.2.0 - InstallShield Wizard

Please select setup type

Click the type of setup you prefer.

1. IfcBusi for SuteB
2 uiteS

Grupo Mastel :
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Una vez finalizada la instalacidn de IFC8, ejecutar como administrador OperalFCController-
Installer. En la ruta de destino para la instalacion elegir C:\Fidelio\IFC8.

ﬂ-:.fsz‘:‘ic'icf X
Destination Location /
Select Destination Directol x | a
y 4,
|C'\Fideliu\\FCB‘\DuelaIFCEunlro\lel oK
Se =Y . I
Toil | [ Fidelio Sneo
You
Deg |-
4 e
3 j
ise Installation
< Back I Hext> I Cancel ‘

e OPERA IFC Service Endpoint: Para instalaciones con OPERA 5 on premise, completar
con la URL donde esta alojado el servidor de OPERA (en este ejemplo: “opera5”

seguido de “/Operajserv/Ifc8ws/Ifc8ws” (esto se deberia completar automaticamente

al introducir la URL. Si no, se puede editar desde regedit o ejecutando el IFC
controller). Si no acepta la URL con “https” probar con “http”.

e Hotel Code: Completar con el property code de OPERA.

ﬁ Opera IFC Controller Connections bad
The items below will define how the Opera IFC Controller connects to the
IFC8 Webservice on the Opera Application Server
(1=

Log Level Log Size Log Purge Log Path

|EHF|EIH = |32I]DIJDIJ |15 |E\Fideio\|FE8\CnnholIer
Send Interval Timeout Use Clob *

| | [
OPERAIFC Service Endpoint

Ihttps: /foperab/0perajserv/|fcBws/IfcBws

Opera DB Datasource Property

Iidbc:’operaoperads |DEMUES

Wise Installation

< Back I Mext » I Cancel

Grupo Mastel
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IFC USER:

Cuando se ejecuta el OPERA IFC Controller hay que ingresar los datos del usuario (config > user
cred.) Si el hotel no tiene un usuario creado para alguna interface IFC, hay que crearlo desde
OPERA. La nomenclatura que se utiliza para el username es IFC_XXX(Property code). El usuario
tiene que tener asignado WSACCES role.

2.6 Configuracion IFC8 y Opera IFC Controller

Antes de empezar con la configuracion de IFC hay que realizar dos acciones:

e Crear dos carpetas dentro de C:\Fidelio\IFC8. La primera con el Property Code
(DEMOES, en el ejemplo) y la segunda, dentro de esta, llamada OPI.

e Crear un acceso directo en el escritorio del archivo Ifc8.exe (alojado en C:\Fidelio\IFC8)
y renombrarlo “PROPERTY CODE"-OPI-EFT. En propiedades del acceso directo, agregar
al final del target la siguiente linea: “C:\Fidelio\IFC8\MADAD\OPI\MADAD-OPI-
EFT.XML -1I”

Con estos cambios guardados, ejecutar como administrador XXX-OPI-EFT.exe e iniciar sesion
con las credenciales del usuario de Windows (tiene que tener contrasefa creada). Desde
Properties / Configuration se puede empezar a configurar IFC.

e EnIFC1/Application Layer definir FktLogo como “XML_OPI” (con cada modificacion
hay que aplicar los cambios y guardar el archivo. Sobreescribir el existente si es
necesario). Luego, en IFC1/Application Layer/XML_OPI se completar IfcAuthKey
con el hash generado en la configuracién de OPI (y guardado en el .txt).

|H';\‘ TFCE Setup - » XML_OPI - Oracle Payment Interface X M IFCB Setup -> XML_OPI - Oracle Payment Interface X
) g;ﬂ Configuraban Parameter [ vake | R u«JML Conhguraton Parameter [ vaiue |
IFC1 IFC1 ™
FhiL SML_OFY bieP 2
@ Piirte: Conli IS ‘:" —- ] @ Pirve: C DoublePostingSize 3o .
@ Monitor Propertes T = @ Monior Properties lfcuibiey 3] FCyRPBIA0AAANCHGESF . |
19 ] Appiication Layer HmPackE mpiyAll =Y {1 Appiication Laer EFT_RequestTimeout O760%
D >04L_OF! *mDecl 3N 0 ENGE] DLS_RequestTimeout 3] s0x
8 Protoc Layet IrLineSchema 3|n x Protocol Layer DataResyneOption B0
Physical Layes GelParseCortig @ GeParseContip Physical Layer SingleThiad £
@ PiST : 3 @ PMST
@ Geneial Propertes LA_Timelut —“5"' 00 @ Genesal Properties
ParseCharSet ?] A Zoncept Support is controling your deshtop
CharPlaceHolder_Def S | Cick to gain control from Concept Support.
[Concept Support is contralling your deskbop
Click to gain control from Concept Support.
ok | e | ey | I ok | e | e | I

e EnIFC1/Physical Layer completar Port con el valor 5070 y en IFC1/Monitor

Properties reemplazar el “.” al comienzo del LogFileName por “LOG".

Grupo Mastel :
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[ﬁ IFCE Setup - » XML_OPI - Oracle Payment Interface
{0} 5L Contguraton p—— [vas ] ] IFCB Setup -> XML_OPI - Oracle Payment Interface X
Q :3‘?““ Configution Layerl _i] TP ] QAL‘ Fl:;nhguranm Porameter [ sl
@ Marnitor Properties ChackBinta bt | @ Pintes Conliguration LosFleTee Biar
@ application Layet Font 5070 I {0 Moriter Properties MonShowSiate El N
@ Puoocd Laper Patam 2| LOCAL & Application Layer MonType 2] cHr
© & Protocol Layer MorDetsil EE
TCP P s Physical Layer MonChard et ] 256
PUST @ PHST MorFortSize ®s
: General Proparties @ Genra Fropeties LogLength 2] 2000000
MonTimeFormat 2] hhenncss
MorD ateFormat 2] mm.dd
MonFiefum 2]
SavPeiiod I_su
LogFieName 2 LOG\FktLogo>_<ObName>_.:

e En PMS1/Application Layer completar FktLogo con el valor “OPERA”. En
PMS1/Application Layer/OPERA hay que editar 3 campos:
e IfcNum: El nimero de la interface creada en OPERA para OPI

e IfcAuthKey: Seleccionar la clave auto-generada

e IfcCrypthMeth: Seleccionar la opcién “Des3/dx_Opera_1"

£ ;] IFCE Setup -> XML_OPI - Oracle Payment interface

ﬂ_J XML Conbgurabon Parameter
IFC1
l).j PM51 :“Lfn
Prirtes Configurabon frwdation
Ianitor Propertes P ackEmpyhi
KmiDecl
OPERA InLneSchema
L Protocal L3 ParseChatSet
The Application layer setup|
B Gersal Propsities

M) IFCE Setup -> XML_OPI - Oracle Payment interface x
[ vahie
Xorera ] - 2’LFE:°'"WTW" Parametei [ vaiue |
IFC1
K Q@ Pst lfchum B2
3y Pintes Configuiation. || 1oAHHey 3] FrCyp0SIG BB pRmOz2urz..
:gl N : Monitor Properbies leCryptMeth Desdds Opera_1
3N (0 Anlication Layer CeDecSep:
jq wQ CeMerchantld 2
: :‘;:’;: ti"i MaxTrsck2Lergth 84
Y Genciet Properies Enable_UTF8 2w

e En PMS1/Physical Layer completar Port con “5501” y en PMS1/Monitor Properties

Ill ”

reemplazar e

al principio del LogFileName por “LOG”.

|§ﬂ IFCE Setup - » XML_OP1 - Oracle Payment Interface X | B IFCB Setup - > XML_OPI - Qracle Payment Interface X
{0 ML Conbguraton Pararetet l Valup I [0 L Configuration Parameter [ vale
a ‘;5;1 Layert zjTce fl‘i ‘;ﬁ; LogFileType NG
| @ Pirtes Configuration Elu ol QY @ Printer Configuration MonShowState B
Monitor Properbes Poit 35501 | () Moniter Propetties MonType % CHA
@ tpplication Layer MonDetail 3
§ :vﬁfn«:‘:m Layer Patam BJTocA @ Protocol Layer MonCharSet BES
e uc 00 el - Physical Layer MonFontSize 3]s
@ General Propetties Loglsngth [2] 2000000
MonTimeFormat 2] henrss
MorDateFormat 2] rom.dd
HonFiefbum 3]
SavPeriod 60
LogFileame 2] LGN <FhiLogos_<Dbibames_. |

2.7 Configuracion en OPERA 5.6

e Primero crear la Machine con el nombre del servidor (OPILEGACY) y con el puerto
5501 (coincidente con el configurado en IFC).

Grupo Mastel
www.mastelhospitality.com

17




mastel ®
hospitality

@EDEMOES - Interface Status

Resort [DEMOES + Interface Type [ | #] nterface i [ | #]

I Include Inactive

@Machine Setup

Interfact

(8} WE

OPILEGACY cfidelionifc Sifcd. exe

[ ey

Edit

Delete

Cloze

l

e Luego se cred la interface con el nombre “PROPERTY CODE”-OPI-EFT.

Resort [DEMOES +| Interface Type +| Interface 1D +|

M Include Inactive

Interfaces ‘ Schema Errars Messanes Failed Messages | Controller Registry
= Resort Interface Mame IFC Type|Status -
OPILEGACY DEMOES  |DEMOES-OFIEFT

e Dentro de Edit, en la pestafia General: IFC Type: EFT, Machine: Nombre del
servidor, Controller port: 5501, IFC8 Product Code: XML_OPI, Timeout: 360 (Tiene
que ser superior al que esté configurado en OPI. En este caso era 120). Token URL:
Si el Token Service esta activado en OPI.

IFC Type +| |Product Code Menu e * | Menuname | | License Code [123456753
N DEMOES-OPI-EF | Machinlz CPILEGACY ~| | Controller Por 5501 version [13.2.0
Interface 10 [0F01 IFC# Product Coun{ HML_OFI | Program | c:videlotifeftifes exe ~| Wi Port (5300 CashierD[  gg| #|

IV Active ik I~ DisplaylFc [ Autostart  PathiD [1 | Timeau 260 | |Ms Expires afier l:l I” Use Data Through
XML Conﬂguration General I Class of Service I Impart Roams ] Workstation Setup} Translation ] Custorn Data ]

M Handle night audit commands

¥ G Yault Function Pt ]
EFT Setu Pagdress [ ]
V¥ Regular Transaction | Stored value Systemn
I~ Couresy Gard Handling | Token URL ‘hﬂps:fﬂ 92.168.1.263:5071TokenOPERA ‘

URL servidor OPl + Puerto 5071
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e Pestafia Translation: En Select Translation dejar marcada la opcion “Merchant ID”,
Origin Code: Default y Merchant ID: Chain Code (FreedomPay) + “|” + Property

code.
Interface # 1
IFC Type *| Product Code Menu type l:lil Menu narme | | License code
Mame [DEMOES-OPI-EFT | Machine [oPLEGACY ~|  controlier Port Varsion
Interface ID IFCE Product Code Program | c:videlioufcaitcs.exe ~| e Port Cashier D[  ag) 3
I+ Active ¥IN [~ DisplaylFG [ Autostat  PathID [1 | Timeout (380 | MsyExpiresafter| | I™ Use Data Through

XML Conﬁguration General ] CIassnfSenficel Import Raoms W\Q.inrkstatinnﬁetup Trans|ation } Custom Data ]

Select Translation
(+ Merchant 1D}

" Article Mumber
" Language Code
" Key Options

Guest number length [us + | Update

GuestMsg ID length [ua «| Update New
Edit

Group number length ua | Update =
| Delete

Default Charge [ | ¥

e En la pestafia Custom Data:

O

HTTP_USERNAME /PASSWORD: Usuario y contrasefia creados en OPI
Config (On-Premise) o el facilitado por Oracle AMS Team (Cloud Hosted).
VAULT_CERT_CHAIN_CODE: Chain Code (FreedomPay)

VAULT_ID: Nimero de la interface

VAULT_MAX_CC_PROCESSED: 50

Interface # 1

IFC Type +| Product Code menutpe [ | #| Menuname | | License Code [123456789
hame |DEMOES-0PI-EFT | Machine |oPILEGACY ~|  Controller Port {5501 Wersion [13.2.0

IV Active YiN

Interface 1D [0P01 IFC8 Product Code [:ML_OP! Program | c idelioicaiics exe ~| Ve Port 5600 Cashier ID

I DisplayFC | Autostai  Pathip 1 | Timeout [360 | MsgEspiresamer | I Uss Data Through

XML Configuration General 1 Class of Service ] |mport Rooms ] Wiorkstation Selupl Translation Custom Data I

Lzer Defined “alue |~ |
HTTF_USERMNAME Authuser

HTTF_PASSWORD il
WALILT_CERT_CHAIM_CODE 1493080018

WALLT_ID 1

WALILT_MAY_CC_PROCESSED 50

WALLET PASSWORD

Una vez realizada toda la configuracion en Opera, activar la Interface para comprobar la
comunicacion con IFC. En este punto, todos los checks del IFC deberian aparecer en verde.
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. [DEMOES-OPI-EFT - [FC8 ¥13.2.0] -» XML_OPI - Oracle Pa...

File Properties  Info

[IFC1] -= XML_OPI/TCP=5070:LOCAL

[08.03/17:01:48#0/1 == <LinkAlive Date="220803" Time="170148"==/LinkAlve=

[08.03/17:03:48R#0/1 == <LinkAlive Date="220803" Time="170348"=</LinkAlve=
[08.03/17:04:33] =MessLvlZ= AutoSavelog(0.03s)

[08.03/17:05:48]#0/1 == <LinkAlive Date="220803" Time="17 0545 ==«/LinkAlve=

[08.0317:07:51#0/1 == <LinkAlive Date="220803" Time="170750"==«/LinkAlve=

[08.03/17:01:46H#0/0 -> § <LinkAlive Date="220803" Time="170146"=>=/LinkAlive= |

[08.03/17:03:48#0/0 -> § <LinkAlive Date="220803" Time="170348">=/LinkAlive= .

[08.03/17:05:49H#0/0 - § <LinkAlive Date="220803" Time="1705453">=/LinkAlive= .

[08.03/17:07:50#0/0 > § <LinkAlive Date="220803" Time="170750"=>=/LinkAlive= .

Fief#0/0 Link:&live
[PMS1] -> OPERA/TCP=5501:LOCAL

Comm:Spnc

[08.03/16:49:43]#1/0 <- q <LinkAlive Date="220803" Time="164943"> L
[08.03M6:49: 43#0/0 > q <LinkAlive Date="220803" Time="164543"> L
[08.03/16:49:43}#0/1 <= <LinkAlive Date="220803" Time="164943"/>
[08.03/16:49:43] <MessLvi3= ChangelinkState: Alive

[08.03/16:54:33] <MessLvl2- AutoSavelog(0.02s8)

[08.03/16:59:35] <MessLvl2- AutoSavelog(D.02s)

[08.03/M7:04:34] <MessLvl2- AutoSavelog(0.02s8)

Reft:0/0 Lirk:&live

Carnrm:Sync

Busi%13.2.0 [Action ¥13.2.0 [ComExY13.2.0 fideliot FCEADEMOE SAOPINOPI-EFT [5:08:31 PM

Por ultimo, detener y reiniciar todos los servicios para comprobar su correcto funcionamiento.

% Semvicios
Archive  Accién  Ver  Jfyuda

‘am M Edz HE »m 0w

o

X

L. Sarvicios (locales)
OPI Utility Service Mombre ) Descripeidn Estado Tipo de it ™
) Gk Microsoft App-V/ Client Manages Ap... Deshabili
%ﬁﬁ:;’::::ﬂ \'J Microsoft Edge Elevation Service (Micr.. Keeps N!i:m... IManual
Sl Micrasoft Passport Proporciona.., Manual {
L Modo inerustado El servicio d... Manual {
&*:;P;"é:“t interface Uil {:'.:?;Modulos de creacion de claves de IPse.. Bl servicio L., Enejecu..  Automét
Service el ty £ Motor de filtrado de base £l Motor de .. Enejecu.,.  Automét
I.»}:, IMySQLED En gjecu.. IAutomét
L Net Diever 12 En gjecu,.. Automit
£ NetLogon Mantiene u... Enejecu.. Automat
£ OCS Inventory Service Service starti... En ajecu.,, MAutomit
£, Opera IFC Controller Enejecu... Jlutormit
Configutati..  En ejecu..
Oracle Pay..  Enejecu..
11 Litality Dracle Pay... En ejecu..
I {?,Opllmim u Ayuda al eq...
L5 Partida guardads en Xbox Live Este servicio.. Manual
) Plug and Play Habilita uni ... Enejecu... Manual
£2,Pmi Driver HPZ12 Enjecu.. Autorndt
ZJ Preparacion de aplicaciones Preparar las ... Manual
‘. Programador de tareas Permite au...  Enejecu.. Automit
\".‘.'Q;Prupa_gaciéﬁ de certficados Cu_pla los ce.. Enejecu.. Manual Vv
< >
A r &
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